Chapter 16
Resilience and Fault Tolerance in Electrical
Engineering

Niels P. Zussblatt, Alexander A. Ganin, Sabrina Larkin, Lance Fiondella,
and Igor Linkov

Abstract As a result of the increased importance of engineered electrical systems
to modern civilization, it is necessary to design systems that sustain ideal levels of
performance despite the potential for internal faults and external attacks. Designing
systems that exhibit resilience, also known as fault tolerance, is the primary method
by which optimal performance is preserved despite adverse conditions. This paper
is a review of a variety of computational and electromechanical fault tolerance
techniques from the literature in order to evaluate the state of the art and identify
potential areas for improvement. Our findings suggest that the existing literature
has only focused on a limited number of resilience challenges, and that no single
resilience-enhancing solution, either hardware- or software-based, is capable of
addressing all of the major types of possible faults. Further, we classify the papers
using the resilience matrix, which combines four resilience phases put forth by the
National Academy of Sciences and four Network Centric Warfare domains. We
identify the matrix components insufficiently addressed: particularly, we have found
no relevant literature on the cognitive and social domains. Even within the parts of
the resilience matrix that have received attention in the literature to date, we observe
that there is relatively less emphasis placed on the adaptation of the computational
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and electromechanical systems so that a repeated fault will not incur significant
disruption in subsequent occurrences. Therefore, based on this review, we find that
while significant and sustained attention has been dedicated to enhance the resil-
ience of engineering electrical systems, substantial work remains to fully address
resilience challenges that instill confidence in our ability to engineer resilient
systems.

Keywords Resilience ¢ Electrical engineering * Fault tolerance © Risk ¢ Safety by
design

16.1 Introduction

Computers and engineered electrical systems have become ubiquitous in the mod-
ern world. Moreover, society’s increased dependence on computers in both critical
and everyday applications necessitates that continuous operation of computational
resources be preserved despite the presence of external threats. Of particular con-
cern are the Critical Infrastructure Sectors identified by the United States Department
of Homeland Security, which include chemical facilities, financial service institu-
tions, and transportation systems, (Presidential Policy Directive n.d.; Department of
Homeland Security n.d.) many of which are heavily reliant on computerized or
electrical systems. Despite increased attention to threats directed against computer-
ized systems, these critical systems are not fully protected from compromises that
could result from accidents or deliberate malevolent acts. For example, in recent
years, the aviation industry has suffered a series of debilitating incidents resulting
from failure of computerized systems. In 2014, an air traffic control system in the
southwestern United States suffered a failure when a single aircraft with a complex
flight path overwhelmed the memory of the computers (Scott and Menn 2014). On
another occasion, Delta Air Lines experienced a collapse of its flight management
and passenger reservation systems when a piece of electrical equipment failed and
the automatic backup systems failed to engage (Stelloh and Gutierrez 2016). As
indicated by these examples, the design of computer systems that are capable of
maintaining operation through faults is of the utmost importance.

Resilience is defined as the ability to anticipate and adapt to changing conditions
as well as to withstand and recover rapidly from disruptions (Presidential Policy
Directive n.d.). As a result of these varied requirements of resilience, four stages of
resilience goals have been described: anticipate, withstand, recover, and evolve
(Bodeau and Graubart 2011). Alternatively, these goals have been labeled by the
National Academy of Science (NAS) as plan/prepare, absorb, recover, and adapt
(Resilience 2012). A truly resilient system will have mechanisms in place to address
each of these goals. Additionally, a complex system will have several distinct
domains whose preparedness against adverse operation will need to be considered.
The common method of dividing a system into domains, originally described by the
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U.S. Department of Defense Network Centric Warfare (NCW) is to consider its
physical, information, cognitive, and social components (Alberts 2002). Here, the
physical domain refers to the physical components and capabilities of the system,
the information domain refers to the information and data within the physical
domain, the cognitive domain refers to the use of other domains for decision-making
processes, and the social domain refers to the robustness of the organizational
structure and the ability of the system to communicate information (Alberts 2002).

As a result of these distinct perspectives on the problem of evaluating resilience,
a unified method to characterize the preparedness of a system was desired. To meet
this need, Linkov, et al. introduced the concept of the “resilience matrix” where the
four stages of resilience defined by the NAS and the four NCW resilience domains
are placed on separate axes to generate a 4x4 matrix (Linkov et al. 2013). A system
with robust safeguards where all elements of the resultant matrix have been
addressed can be considered to be highly resilient. In contrast, a lack of attention to
one or more elements in the resilience matrix would indicate a point of vulnerabil-
ity, which may be used to direct attention to improve the security of the system as a
whole. Recent publications have evaluated the state of resilience in a variety of
fields, including cyber security (DiMase et al. 2015) and the energy sector (Roege
et al. 2014). The concept of resilience is not foreign to computer scientists, who
often know it by the term “fault tolerance.” Regardless of the term used, resilience
is an important attribute that must be implemented in electrical engineering systems
and circuits so that they can provide stable service even in the face of errors. The
importance of designing computers to exhibit resilience was first described by
Avizienis in 1967, (Avizienis 1967) but to the best of our knowledge there does not
exist a review of the field according to modern multi-criteria resilience principles.
In this work, we examine the literature on resilience in electromechanical and
computational systems according to the concept of the resilience matrix. In addition
to identifying how the field of computer science has addressed resiliency (and failed
to do so with respect to parts of the resilience matrix), the scope of robustness
challenges examined within the field and the general methods employed are also
examined.

16.2 Materials and Methods

In this work, we reviewed 61 papers that discussed resilience or fault tolerance
within a computational system or from an electromechanical engineering stand-
point and evaluated the degree to which strategies to assess and enhance resilience
were articulated. Papers were identified by Google Scholar search in October 2014
for “electrical engineering”, “resilience”, “robustness”, and “fault tolerance,” and
then sorted manually for relevance to the field of resilience in electrical engineering.
Relevance was determined by interpretation of the abstract and the main text, with
effort made to ensure selection of papers for review was performed without bias.

The review was not strictly exhaustive and it is possible that certain relevant papers
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were left out of its scope for reasons such as a different terminology, low ranking in
the search results, and our misinterpretation of their abstracts. In addition, certain
older works (such as Avizienis 1967) have been included as well if they were highly
cited or identified as having made a lasting impact in later work.

The final count of 61 papers published between 1967 and 2014 was primarily
from within computer science journals and conference proceedings, although some
were found in other disciplines such as aerospace engineering (Chen and
Trachtenberg 1991; Alena et al. 2008, 2011), where robustness of computer systems
is also considered a priority. While most of the papers focused on the robustness of
computer architecture (e.g., logic gates) and internal memory or data to faults or
corruption, some of the works extended their scope to tolerating faults of internal
mechanical components or mechanical systems controlled by the computer systems
as well (Pradeep et al. 1988; Maciejewski 1990). Hence, we consider this to be a
review of fault tolerance in both computational and electromechanical systems.

Once identified, papers were divided according to the type of problem they sought
to guard against and the general methodology of their proposed solution(s). In each
paper, the type of failure that was to be guarded against was noted. To make this work
accessible to a general audience, the types of problems were grouped into a small
number of distinct categories, including manufacturing variation and external mali-
cious attacks. Following this, the method of the solution proposed in each work was
identified, whether it required hardware alterations, changes to software or internal
coding, or a combination of both. Finally, each paper was evaluated according to the
extent to which the solutions they proposed addressed the National Academy of
Science and Network Centric Warfare components of resilience. The complete list of
papers examined and their assignments according to the resilience problem(s)
addressed, method of solution (hardware, software, or combination), and the resil-
ience phases and domains that were considered can be found in Tables 16.1, 16.2,
and 16.3, respectively, which are placed after the conclusion of this chapter.

16.3 Results and Discussion

To appreciate the kinds of resilience of concern to the computational and electrome-
chanical engineering research communities, the papers examined for this work were
organized according to the general types of problems they considered. The percent-
age of papers addressing each general type of problem is given in Fig. 16.1, and the
specific assignment of each paper examined to problem types is provided in
Table 16.1. Of the types of failure examined, single event upsets, which are the flip-
ping of a single bit of computer memory, primarily induced by cosmic rays or other
radiation (Ziegler and Lanford 1979), was the most common problem that resilience
considerations sought to guard against. Following single event upsets, failure of
circuits or mechanical components such as logic gates stuck in the “on” or “off”
state and voltage decreases that could result in failure to convert a bit state were the
next most common impediment to achieving a resilient computer system. Another
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Table 16.2 Reviewed publications sorted by use of “fault tolerance” or “resilience” and proposed

solution type(s)

Fault tolerance (FT)
or Resilience (R)

Proposed solution

Author/s (Year) Hardware Software/Calculations
Agarwal et al. (2007) FT X

Alena et al. (2008) FT X X
Alena et al. (2011) FT X

Avizienis (1967) FT X X
Avizienis (1997)) FT X X
Banerjee et al. (2007) R X X
Bartlett and Spainhower (2004) | FT X X
Bau et al. (2009) R X

Bowman et al. (2009a) R X

Bowman et al. (2009b) R X

Bowman et al. (2011) R X

Breuer (2005) R

Brunina et al. (2012) R X

Chakrapani et al. (2006) R

Chen and Trachtenberg (1991) | FT X
Chippa et al. (2010) R X

Dolev and Haviv (2006) FT

Fang et al. (2014) R

Galster et al. (1998) R X

Gaubatz et al. (2008) R

Hayes and Polian (2007) R

Hazucha et al. (2003) R X

Hsieh et al. (2008) R

Huang et al. (2000) FT

Kang and Kim (2007) R

Leem et al. (2010) R

Li and Yeung (2006) FT

Lima et al. (2001) R

Liu and Whitaker (1992) R X

Maciejewski (1990) FT X

Merlin et al. (2014) FT X

Meshram and Belorkar (2011) | FT X

Mitra et al. (2005) R X X
Mitra et al. (2007) R X

Mukherjee et al. (2002) FT X
Nassif et al. (2010) R X X
Nickel (2001) FT X X
Nicolaidis (1999) FT X X
Normand (1996) R X X
Oh et al. (2002a) R X

(continued)
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Table 16.2 (continued)

Fault tolerance (FT)

or Resilience (R) Proposed solution
Author/s (Year) Hardware Software/Calculations
Oh et al. (2002b) FT X
Pradeep et al. (1988) FT X
Reddi et al. (2012) R X
Rennels (1978) FT X
Richardeau et al. (2002) FT X
Roche and Gasiot (2005) R X
Rockett (1992) R X
Rotenberg (1999) FT X
Sanda et al. (2008) R X X
Saxena et al. (2000) FT X
Seshia et al. (2007) R X
Touba and McCluskey (1997) FT X
Tschanz et al. (2009) R
Ullah and Sterpone (2014) FT
Vishwanath and Nagappan R
(2010)
Visinsky et al. (1994) FT X
Walters et al. (2011) FT X
Wong (2006) R X
Yoshimoto et al. (2012) R X
Yu et al. (2000) FT X
Zhang et al. (2006) R X

commonly identified problem is variation in manufacturing that causes components
to behave differently, including failures at different rates which has become a more
serious problem as the physical size of circuits have become smaller and manufac-
turing tolerances harder to meet (Borkar 2005). A variety of additional types of
failures such as timing errors, human-machine interaction faults, and malicious
attacks were discussed in a smaller number of papers. In many cases, the solutions
proposed by a paper are applicable to a variety of problems, as is often indicated by
the authors of each work. For instance, an error-correcting technique based on
dynamic bit steering can be applied to address errors which are due to radiation-
induced bit flips, and permanent hardware defects which may result from initial
manufacturing variation or failure at a later time (Brunina et al. 2012). This broader
applicability of many resilience techniques is indicated by the summation of the
percentages in Fig. 16.1 being greater than 100%. Specifically, it was found that the
61 papers proposed solutions to 112 problems, indicating that the average proposed
method to improve resilience was determined to be applicable to approximately two
major types of fault-inducing errors.
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Fig. 16.1 Resilience problems identified in the literature, ranked according to the number of
papers. The sum of percentages (184%) is greater than 100% because many papers address mul-
tiple resilience issues

There has been increasing interest in resilience of electromechanical systems in
recent years. Figure 16.2 shows the number of papers in the review, sorted by year
of publication. Further, the papers are also sorted by whether they use the terminol-
ogy “fault tolerance” or “resilience,” with the number of papers using each of these
terms indicated by different colors. The complete listing of papers by year of publi-
cation and terminology used is available in Table 16.2. For many years, the number
of publications included in the review was zero. There is however, an unmistakable
trend toward increased numbers of papers with a maximum observed in 2007.
Although a decline in interest may be suggested by the fewer papers in subsequent
years, it is important to note that the number for 2014 only reflects those papers
published during part of the year, and that the number of papers included from
2010-2014 (Alena et al. 2011) outpaced the number from 2000-2004 (Avizienis
1967), indicating a continued rise in attention to resilience concepts.

During the course of the review, it was noted that the publications referred to
their attention to the resiliency of computer systems as either “fault tolerance” or
“resilience.” When papers were sorted by which term used, it was evident that in
early years “fault tolerance” was the normal descriptor, while the term “resilience”
became more common after 2000. This shift in terminology may be a reflection of
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Fig. 16.2 Grouping of the papers by the year of publication. Blue bars represent papers focusing
on fault tolerance, while yellow bars show papers discussing resilience

increased consideration for system disruptions that are not purely mechanical
failures. For example, both the earliest works in the review give attention to failure
of circuits and mechanical components, (Avizienis 1967; Rennels 1978) whereas
the majority of papers discussing human-machine interaction faults were published
after 2000 (Alena et al. 2008; Bartlett and Spainhower 2004; Li and Yeung 2006).
From this simple analysis, it is clear that as computer and electromechanical sys-
tems have increased in importance, there has been an increase in attention given to
their resilient- and fault-free-operation. The transition to the term “resilience” sug-
gests that the field is examining the robustness of these systems to failure modes not
initially considered when discussing “fault tolerance.”

The papers examined were also indexed according to the primary methodology
they proposed as a solution for the particular resilience problem identified. For the
sake of simplicity, methodologies were divided according to their focus on hardware,
software, or a combination of both. The results summarized in Fig. 16.3 suggest that
there is no preferred methodology within the computer and electrical engineering
communities, with roughly equal attention dedicated to hardware-based methods
(Merlin et al. 2014), software-based methods such as error-correcting codes or
multi-threading of computational operations (Rotenberg 1999; Mukherjee et al.
2002), and mixed methods combining elements of both hardware and software
(Brunina et al. 2012). A full summary of the high-level assignments of the resilience
solution proposed by each paper to hardware, software, or a combined methodology
is provided in Table 16.2.

Finally, papers were sorted by how they addressed the NAS Phases (Resilience
2012) and NCW Domains (Alberts 2002) of resilience. The resilience procedures
that make up the four phases of resilience are called planning, absorbing, recovering,
and adapting. For example, a resilience plan may focus attention on the prevention
of operational failures. Alternatively, mechanisms could be incorporated to preserve
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the function of circuits or other components despite a particular impairment. Still
other options include focusing on correcting the problem at hand in hopes of return-
ing to ideal state of function as soon as possible, or providing a mechanism whereby
it was possible to learn more about the failure that had occurred in order to prevent
similar occurrences in the future. These are the four resilience procedures of plan-
ning, absorbing, recovering, and adapting, respectively.

In addition to evaluating papers according to the NAS Phases of resilience, the
solutions they presented were also indexed according to the four domains of resil-
ience: physical, informational, cognitive, and social. Actions to improve a system’s
resilience can be categorized in terms of these domains. A physical solution could
be a change to the design of the circuit; an informational solution could involve the
way the circuit communicates information to those programming it; a cognitive
solution could involve the engineers processing the physical and informational out-
puts to better inform future design decisions, and a social solution would be a way
to share the learned cognitive conclusions.

Complete classification for all papers in the review into NAS Phases and NCW
Domains is included in Table 16.3, while a summary of the results, presented in the
form of a resilience matrix (Linkov et al. 2013), is shown in Fig. 16.4. In this figure,
the percentage of papers in the review addressing each element of the matrix gener-
ated by permutations of the NAS Phases (columns) and NCW Domains (rows) is
indicated. In the review, most papers either evaluated resilience strictly in the physi-
cal or informational domains; only 26 of the 61 articles considered both types of
solutions in their resilience efforts. Additionally, no paper took either the cognitive
or social domains into consideration. Ultimately, more solutions for faults in electri-
cal engineering systems and circuits could potentially be determined if more of
these resilience domains were taken into account.

There is a clear bias toward the planning and absorbing phases within the two
resilience domains addressed in the articles reviewed. Further, a clear reduction in
the percentage of papers addressing later stages of resilience (recover and adapt)
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Fig. 16.4 Number of papers reviewed by classification of the phases and domains of resilience
addressed

can be observed. Specifically, every reviewed paper included fault prevention (i.e.
planning) or absorption as a stage in their resilience strategy, and fully 22 of the 61
reviewed papers included only these two phases. One particular exception, Bartlett
and Spainhower, focused strictly on what should happen after an error is detected:
damage should be minimized, and a quick recovery plan initiated (Bartlett and
Spainhower 2004). While this paper touched upon both the recovery and adaptation
phases, most of the remaining papers that addressed the latter two phases only
considered one or the other, with a greater number including recovery as an aspect
of their resilience solution. In total, less than one-third (specifically 18/61) papers
attempt to consider adaptation — how to improve system function and performance
to prevent similar errors from occurring in the future. One recent example of
adaptation as a resiliency phase is included in Reddi et al. (2012) where software is
used to control the frequency of operation of individual circuits. This control is
linked to measures of the operation of the circuits, and so it is possible for the system
to predict optimal settings for individual components and adjust these to maximize
error-free performance despite manufacturing differences, voltage droops, and tran-
sient single-event upsets. Ultimately, resilience efforts will be most effective if all
four tenets are considered. However, most electrical engineering and circuit-related
resilience studies only considered on average two of the four categories.

Resilience in electromechanical systems focused primarily on the plan and
absorb phases may be a consequence of how the field of how fault tolerance and
resilience in this field developed. Many of the earliest works addressed resilience
problems via hardware-only or hardware-and-software methods (Pradeep et al.
1988; Maciejewski 1990; Rennels 1978; Liu and Whitaker 1992; Rockett 1992).
The types of resilience issues that primarily hardware-based solutions may be suited
to address appear to be more suited to planning and absorbing problems, rather than
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adapting to them. Examples of such issues and their proposed hardware-based solu-
tions include introducing additional joints that allow a computer-controlled robot to
retain function during partial mechanical failure (Pradeep et al. 1988), and improved
diodes that better absorb radiation-induced upsets (Galster et al. 1998). By contrast,
software-based resilience solutions, such as error-correcting codes (Nickel 2001) or
software that can produce qualitatively correct outputs despite errors in inputs or
calculations (Li and Yeung 2006; Wong 2006), are somewhat more modern and
have the ability to address neglected resilience phases of recovery and adaptation.
However, it is important to note that hardware-based approaches can be used to
address recovery or adaptation. For instance, Tschanz, et al. describe “tunable rep-
lica circuits” that can dynamically respond to timing and voltage errors (Tschanz
et al. 2009). Addressing all phases of resilience is an important goal for future work
within the computer and electrical engineering fields, and it will be exciting to see
new software-based solutions presented that are suited to recovery and adaptation.
However, it will be necessary for the field to begin to address the cognitive and
social domains of resilience, which they appear to not have done to date. Once these
portions of the resilience matrix are explicitly considered, computer systems will be
much more robust against faults, errors, and unexpected disruptions.

16.4 Conclusions

Creation of resilient electrical systems (circuits) is challenged by the fact that
throughout the years engineers and scientists have focused on the processing
efficiency of computing systems and their optimization, while resilience calls for
adaptive and flexible structure of the system. Current practices lead to unnecessarily
rigid streamlined algorithms of how the circuits process information. The general
approach to combat errors occurring in these systems have been focused on error
detection and correction. Recovery is accomplished by recalculation of the origi-
nally miscalculated values, while adaptation is difficult in many cases because the
system is not flexible. This tendency is highlighted in how the phases of resilience
rank by the number of the reviewed papers addressing them: plan (51/61 papers),
absorb (41/61), recover (33/61), and adapt (18/61). Moreover, the inflexibility of
the systems defined the predictable and probabilistic nature of the fault events
considered.

Although significant attention was given to the physical (51/61 papers) and
information domains (36/61), we found no papers on the cognitive and social
domains of the resilience matrix. Understandably, this may be caused by the fact
that electrical engineering as a field of research lies in the physical and, to a lesser
extent, in the information domains. On the other hand, our review also shows the
need for an integrated design and deployment practices which encompass all four
domains.

The main contribution of this work is a comprehensive review of the electrical
engineering research papers on resilience and fault tolerance published to date and
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a new approach to classify resilience research papers with the resilience matrix.
The next steps may include the development of guidelines and recommendations for
resilient design of electrical circuitry and a methodology for resilience quantification
in the field of electrical engineering.
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